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De volgende programmering is van toepassing wanneer je een Mikrotik als router gebruikt icm met
een UBNT Unify Switch met Unify WIFI acces points en je wilt VLAN’s toepassen op de SSID’s

Mikrotik:

IP adres, subnetmask, Default Gateway en masquerade is geconfigureerd op Ether 1 (dus als WAN
verbinding)

Maak een trunk Bridge aan:
interface bridge add name=bridge-trunk protocol-mode=rstp

Bridge

Bridge |F‘urt5 V0LANs MSTls  Port MST Ovemides Fiters MNAT Hosts MDB

#= ] [e] (7] [

Name ¢ | Type L2 MTU |Tx R
R ftbrdgetrunk Bridge 1558 848 bps 1264 bps

Voeg de gewenste interface poorten toe waarop je de VLANS geforward wilt hebben:
interface bridge port add interface=ether2 bridge=bridge-trunk
interface bridge port add interface=ether3 bridge=bridge-trunk
interface bridge port add interface=ether4 bridge=bridge-trunk
interface bridge port add interface=ether5 bridge=bridge-trunk

plge

Bridge FPorts |"u"LAN5 M5Tls Port MST Ovemides  Fiters MNAT  Hosts MDB

#/[=] [2l[=] =] [¥]

# | |Inteface Bridge \Horizon | Priority ... |Path Cost | Rale Root Pat...
0IH ftethers bridge-trnk a0 10 disabled port
1IH ttethes? bridgetrunk a0 10 disabled port
2H  Atetherd bridge4runk 20 10 root port 10
3IH ftrethers bridge-trunk a0 10 disabled port

Voeg de VLAN interfaces toe aan de Bridge:
interface vlan add name=vlan-100 interface=bridge-trunk vlan-id=100
interface vlan add name=vlan-200 interface=bridge-trunk vlan-id=200

Interface List

Interface | Interface List Ethemet EolP Tunnel  IP Tunnel GRE Tunnel VLAM VRRP Bonding LTE
[#-]=] [v][x]
|Name + | Type |Actual MTU [L2MTU |Tx |Rx | T Packet (p/s)
R tdbrdgetrunk Bridge 1500 1558 3.7 kbps 38 kbps £
R 4vlan100 VLAN 1500 1554 Obps Obps (
R Avlan200 VLAN 1500 1554 Obps Obps (
R #retherT-WAN Ethemet 1500 1558 93.3kbps 453 kbps 1z
5 $irether? Ethemet 1500 1598 Obps Obps (
5 4pretherd Ethemet 1500 1598 Obps Obps (
RS #ivetherd Ethemet 1500 1598 25 kbps 29kbps E
5 4irethers Ethemet 1500 1598 Obps Obps (
X rwlan Wireless (Atheros ARS. . 1500 1600 0 bps Obps )
X rwlan2 Wireless (Atheros ARS. . 1500 1600 0 bps Obps
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Maak IP-adressen aan voor de VLAN interfaces:

ip address add address=192.168.100.1/24 interface=vlan-100
ip address add address=192.168.200.1/24 interface=vlan-200

Address List

[#|[=] [][=] =] (7]

|Address | Metwark | Interface 4 |
T 192.168.1.1/24 192.168.1.0 bridgetrunk
D =°192.168.202.50/24 1921682020  etherl-WAN
o 192.168.100.1/24 152.168.100.0  vlan100
o 192.168.200.1/24 152.168.200.0  vlan200

Maak dmv “DHCP setup” DHCP servers aan op de VLAN’s

DHCP Server

DHCP | Metworks  Leases Options  Option Sets | Alets

EE | DHCP Config || DHCP Setup |

|Name 4 |Irrterface |Hela1_.r |Lease Time Address Pool | Add ARP For Leases
DHCP VLAN 100 wlan100 00:10:00 dhep_pooll no
DHCP VLAN 200 vlan200 00:10:00 dhep_pool2 no
dhep1 bridge-trunk 00:10:00 dhep_poolD no

Sluit vervolgens de UBNT Unify Switch aan op 1 van de poorten die zich in de Bridge bevinden.



Open de webinterface van de UNBT Controller.

Ga naar “Networks” en maak hier 2 “VLAN Only” netwerken met VLAN id 100 en 200:

vian100

Corporate Guest. l VLAN Only Remote User VPN | vsc

CANCEL

SETTINGS

Site NAME T

Wireless Net

Networks

Site-to-Site VPN [ uss

SUBNET

ACTIONS




aan bij “Wireless Networks” met de gewenste VLAN’s

ele et

SETTINGS

Site EDIT WIRELESS NETWORK - SDC-LABOR VLAN 100
Wireless Networks me/Ss SDC-LABOR VLAN 100
Networks % Enable this wireless network

Firewall
RBouti g SFirewa WPA Personal WPA Enterprise
Guest Control
Profiles

Services

Admins

Controller
Notifications

Default
Cloud Access

aintenance

Auto Backup

802.11 RATE AND BEACON CONTROLS
MAC FILTER

RADIUS MAC AUTHENTICATION

SAVE CANCEL

Default

si NAME 1 SECURITY

Wireless Networks

Networks

+ CREATE NEW WIRELESS NETWORK
Control



